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The cyberattack that created havoc at Transnet’s container terminals in 
the ports of Cape Town, Durban, Ngqura and Port Elizabeth last week, 
has brought into sharp focus the cybercrime threat to security systems 
at all levels. The problem is that cyberattacks are likely to increase in 
frequency and severity, say some specialists in the field of information 
technology. They partly attribute this to some companies being willing 
to pay ransom to get their data back. 

Today, Transnet has advised that the force majeure declared by the Port 
Terminals operating division and the container terminals in the ports of Cape 

Town, Durban, Ngqura and Port Elizabeth is being lifted. 
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This follows the phased restoration of the NAVIS N4 terminal operating system 

across the container terminals. 

The force majeure declared due to the cyberattack on its’ IT systems, has been 
in effect since 22 July.  By 26 July Transnet was able to restore most of the 
affected applications and was bringing back its operating systems in a 

staggered manner. 

Force majeure is a “common clause in contracts which essential frees both 
parties from liability or obligation when an extraordinary event or circumstance 

beyond the control of the parties prevents one or both parties from fulfilling 

their obligations under the contract.” 

This includes events such as war, strike, riot, crime, epidemic or sudden legal 

changes. 

Cyber Attack Puts Most Transnet Port Operations at a Standstill 

More cybercrime incidents likely 

Although this is the first time a cyberattack has occurred in the African 

maritime environment, it is not a new phenomenon. 

According to intelligence services, similar incidents are likely to occur 

throughout Africa as ports systems become more digitally transformed. 

Richard Mer, MD of software company, Eftsure Africa, said in an interview with 

www.iol.co.za recently that ..”the growing use of, and reliance on online 
interactions globally, means the ‘total addressable market’ for these criminals 
continues to grow and they are incentivized to innovate, become more 

sophisticated and complex in their attacks.” 

Furthermore, he said, “the “behind the screen” nature of the crime, meant it 
was difficult to catch and prosecute these criminals and this made it 

attractive.”                               
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Maritime security 

Cybercrime incidents have occurred at various ports in the past. An example 
is when in 2017 Maersk shipping line’s IT systems were infected by malware 

which affected 76 of its port terminals. 

The maritime shipping industry is generally vulnerable to cybercrime. 
Navigation systems such as the Automatic Identification System (AIS) and 

Global Positioning System (GPS) have long been recognised as soft targets for 

cyber criminals. 

Awareness of this has been communicated at shipping conferences, as have 

the threats of jamming or spoofing, which can cause ships to collide or ground. 

This was also highlighted in a 2016 article which highlights the risks to 
maritime industries and which was published on the NortonRoseFulbright 

website. 

It notes : “An obvious example is the threat posed by potential cyber-attacks 
on shipping or port infrastructure, such as an attack on an automated 

navigation or logistics system. This could involve the manipulation or 
destruction of data which could cause automated systems to malfunction or 

fail entirely – or expensive and valuable cargoes to be stolen. 

“An attack of this nature can come about in a variety of ways – access to data 
can be gained by phishing attacks or by the opportunistic use of networks with 

inadequate security, as well as by more sophisticated hacking techniques. 

“The consequences of such an attack could be broad-ranging. For example, 
ship collisions could occur due to hacking of e-navigation and other systems, 
resulting in physical loss of or damage to ships, bodily injury to crew, loss of 
cargo, pollution and business interruption. Disruption to the port’s activities 
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could also arise, leading to considerable business interruption losses for the 

port and those doing business in it. 

“An adverse cyber incident of this nature could affect all of the organisations 
that use a port’s infrastructure, including those who are not in a position to 

influence the port’s cyber-security or have a role in responding to the incident.” 

Focus on maritime crime 

In South Africa’s official circles, the focus tends to be on maritime crime rather 

than the potential of becoming a victim of cybercrime. 

This was noted at the Maritime Security Conference 2021 in June when 
Brigadier General VJS Radebe, representing Chief Defence Intelligence Major-
General Thalita Mxakato, said the maritime environment around Africa is beset 

with various forms of maritime crime. 

He said African ports were very vulnerable because of poor maritime domain 
awareness, inadequate defence budgets to counter threats, and reliance on 

assistance in exchange for rights to natural resources. 

Commenting on the growing number of international navies visiting the region, 
Radebe said SADC countries are realizing they have to be more effective in 

patrolling their maritime zones. This has led to greater investment in African 

navies and more interest in the conducting joint maritime exercises. 

Also missing in action 

One official who was caught out this year is the Minister of State Security, 

Ayanda Dlodlo. 

In late June, Russel Nsikayezwe Cebekhulu of the Inkatha Freedom Party, 
asked Minister Dlodlo whether her department has taken any steps to ensure 
that the cybersecurity of the Republic is not compromised in the wake of the 
COVID-19 pandemic during which there had been a worldwide rise in 

cybercrimes and ransom attack. 
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Her response in writing, was that the SSA was providing ICT Security Solutions 
and services to organs of state for protecting and securing electronic systems. 

This included rendering periodic and on-demand information assurance 
services and continuous monitoring services to clients and identified Critical 

Information Infrastructure. 

According to the Minister this took the form of “conducting technical 
vulnerability and risk assessments to identify and report on common critical 
vulnerabilities affecting organs of state; and continuously monitoring ICT 
security network infrastructures and systems of organs of state in order to 

provide proactive alerts and warnings that help to protect the systems before 

harm.” 

There was also “the provision of Incident response to compromised systems 

of organs of state to mitigate risks and deploy measures to avoid recurrence 
of ICT security and cyberattacks and incidents; and the provision of cyber 

security awareness.” 

SSA National Communications is also busy with the review of the Cyber 
Security Strategy to improve the security and resilience of national 

infrastructures and services, she said in her response. 

Cheap talk according to some political parties considering the ensuing protest 
action and riots in KwaZulu Natal and Gauteng, and the cyberattack on 

Transnet’s container terminals. 

To the Brink or to Bounce Back – Maybe… 

Public perception 

Interestingly, as of September 2017, the US Federal Bureau of Investigation 

ranked South Africa as sixth and seventh on the cybercrime predator list. 

This is according to 21-page research paper titled : Public Perceptions of 
Cybersecurity: A South African Context, published in Acta Criminologica: 
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Southern African Journal of Criminology 31(3)/2018. It is authored by Ryan 

du Toit, Philisiwe Nicole Hadebe, and Mandlenkosi Mphatheni. 

Nearly 40% of the respondents felt that the South African legislation on 
cybercrime failed to control cybercriminals. Just over half (51.2%) of the 
respondents were not sure whether South African law was able to control 

cybercriminals. Only 8% of respondents had a strong belief that South African 

law was able to control cybercriminals. 

They conclude: “Cybercrime is here to stay, and computer users need to 

develop their knowledge of it and play an active role in their own protection. 
Home users must ensure that anti-virus and anti-malware software is installed 
on their personal computers and must also ensure that they update their 
computers regularly. Computer systems need to be checked regularly against 

any cyber insecurity that may cause harm. 

“Finally, law enforcement needs to employ more police personnel who are 
equipped with the requisite technological knowledge. This may help bolster 

confidence in the police with regards to cybercrime cases, in turn making them 

more willing to report a cybercrime.” 

INTERPOL 

Evolving threats, technology and the pandemic has shifted the foundations of 

police work, says INTERPOL. 

This had led to senior police officials worldwide endorsing measures to boost 

the role of National Central Bureaus (NCBs) as a gateway between INTERPOL 

and frontline police.   

In early July, INTERPOL’s 16th annual conference for NCBs was held virtually. 

Some 300 senior police officials from 167 countries reviewed major initiatives 
ranging from operational and investigative support to expanding INTERPOL’s 
I-24/7 secure communications network to national police and border control 

agencies. 
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They heard that in spite of the pandemic, ransomware activities generated 
USD 350 million in 2020, according to Chainalysis, a 311% over the previous 

year. 

                                           ………………… 

 


